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Section A 
Introduc%on 
Data held by Just Human Therapy will be held lawfully and for the reten?on periods set out in sec?on B 
of this policy document.  

This document refers to: 

● WriEen Documents 
● Spreadsheets 
● Hardcopy case notes and files 
● Database entries 
● Images  
● Recordings 
● Emails 
● Text messages 
● Supervision notes 
● Visits to the organisa?ons website 
● Social media communica?on 

Aim and Purpose  
The purpose of this document is to ensure that Just Human Therapy has a framework that ensures the 
rights and freedom of individuals in rela?on to their personal data (Ar?cle 1) and adheres to best 
prac?ce in the management of client informa?on and business records.  

Informa?on Governance sets out the way in which informa?on collated by an organisa?on is managed 
and ensures that any informa?on collected; 

● is the right informa?on 
● is in the right place 
● at the right ?me 
● with the right people 
● for the right reasons 

This is a live document and may be updated at any ?me to reflect changes in law or growth of the 
business, and therefore should be revisited regularly to check for any updates. Just Human Therapy is 
fully commiEed to ensuring clients privacy and data protec?on rights.  
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Informa%on Governance Framework Principles for Just Human Therapy 

1. I follow the ICO’s Office Codes of Prac?ce. 

2. Any changes to the business processes and/or opera?ons will be planned and will comply with the 
framework to ensure any risks to personal and sensi?ve informa?on are minimised. 

3. Any data collected is solely for the purpose of providing a person-centred service to an individual 
client.  

4. All technology [Google products including google drive] used to store or facilitate informa?on and 
communica?on is maintained according to the Data Reten?on Policy for Just Human Therapy.  

5. All records are iden?fiable, locatable, retrievable, and intelligible according to regula?ons set out by 
GDPR. 

6. Any electronic devices where personal or sensi?ve, confiden?al informa?on is held will be password 
protected or locked via fingerprint  and have 2 stage encryp?on to access them documents. 

7. Procedures have been put in place to ensure the General Data Protec?on Regula?ons are met. These 
can be found in Sec?on C. 
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Section B  
Privacy No%ce: Use of informa%on 
In accordance with this data reten?on schedule there may be occasions when data is not destroyed due 
to ongoing inves?ga?on, liga?on or enquiry. The data will be deleted upon confirma?on that it is no 
longer required.   

On some occasions anonymised personal data will be retained whereby a client has provided a 
tes?monial for use on the organisa?ons website. When data is non-iden?fiable GDPR law is no longer 
applicable. [Non-iden?fiable means that if this data was leb on a bus, no one, including the data subject 
would be able to iden?fy that this data was rela?ng to them.] 

● Personal informa?on is collated and stored in electronic locked folder 
● Each client is allocated a numerical code for any process notes collected.   
● All therapeu?c process notes are kept separately from any contact details or iden?fying 

informa?on. 
● All emails will contain a privacy statement. 

Under the General Data Protec?on and Reten?on (2018) legisla?on, regarding how your personal data is 
processed, all individuals have; 

● the right to be informed;  
● the right of access;  
● the right to rec?fica?on;  
● the right to erasure;  
● the right to restrict processing;  
● the right to data portability;  
● the right to object; and  
● the right not to be subject to automated decision-making including profiling. 

Please note that Just Human Therapy does not use automated decision-making tools, including profiling.  

Website visitors 

When an individual visits hEps://justhumantherapy.com/, I use Google analy?cs who are considered a 
third party service, to collect informa?on about what visitors do when they click on my website, e.g. 
which page they visit the most. Google analy?cs only collect non-iden?fiable data which means I or they 
cannot iden?fy who is visi?ng. Just Human Therapy will always be transparent when it comes to 
collec?ng personal data and will be clear about how that data is processed.   
 
Wix 

The Just Human Therapy website was built with Wix and uses some add ons from Wix, including their 
payment processor. Here is Wix’s Privacy Policy: hEps://www.wix.com/about/privacy 

Social Media 

Just Human Therapy uses Instagram at @notbrokenjusthuman. Instagram’s Privacy No?ce can be found 
here: hEps://help.instagram.com/155833707900388 
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Paypal 

If you use Paypal to pay for a session they will store a record of the payment. A copy of their privacy 
policy is accessed here hEps://www.paypal.com/uk/webapps/mpp/ua/privacy-prev 

Reten%on Schedule  
  

Informa?on Asset
Informa?on 
Owner Asset Reten?on Trigger for Disposal

Email (including 
sent items)

Head of 
organisa?on

Annual review 
period every 
September any 
remaining live 
data untouched 
un?l following 
review period.

End of reten?on 
period

Contact details 
held on mobile 
devices

Head of 
organisa?on

All messages 
deleted as soon 
as possible, 
contact 
informa?on is 
under client code 
deleted aber last 
session.

End of reten?on 
period

Recordings Head of 
organisa?on

5 years or earlier 
if consent is 
withdrawn

End of reten?on 
period

Paper Diaries
Head of 
organisa?on

1 year the period 
in which its use 
ends.

End of reten?on 
period

Policies Head of 
organisa?on

Un?l new policy 
has been put into 
place

End of reten?on 
period

Client records 
including session 
notes, ini?al 
consulta?on 
notes and client 
overview form

Head of 
organisa?on

5 years aber final 
session has 
ended. 

End of reten?on 
period
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Hard copy data will be destroyed via a cross shredding machine owned by the organisa?on, electronic 
data will be permanently deleted.  

Safeguarding 
records

Head of 
organisa?on

In accordance 
with the current 
organisa?ons 
insurance policy, 
5 years aber final 
treatment session 
has ended, unless 
superseded by 
new insurance 
policy.

End of reten?on 
period

Wai?ng lists
Head of 
organisa?on

Annual review 
period every 
September, old 
wai?ng list 
destroyed and 
new wai?ng list 
developed with 
any remaining 
live data 
transferred to 
new live 
document.

End of reten?on 
period

Tax returns
Head of 
organisa?on

6 years from the 
end of the 
financial period 
to which they 
pertain to.

End of reten?on 
period

Complaints Head of 
organisa?on

2 years from 
complaint being 
resolved

End of reten?on 
period

Right to Erasure 
Request

Head of 
Organisa?on

8 years from 
request being 
submiEed and 
completed.

End of reten?on 
period

Subject Access 
Request

Head of 
organisa?on

5  years alongside 
session notes, or 
plus 2 years from 
case closure if 
request is made 
aber 6 years of 
storing data.

End of reten?on 
period
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Data Processing 
What are the lawful basis for processing data at Just Human Therapy?  

● The individual has given clear consent for their data to be processed for the specific purpose/s 
detailed in the contract stored in their personal file.  

● Processing is necessary in order to protect the vital interests of the data subject or of another 
natural person. 

● Processing is necessary for your legi?mate interests; 

1. Processing of personal data revealing racial or ethnic origin, poli?cal opinions, religious or 
philosophical beliefs, or trade union membership, and the processing of gene?c data, biometric data for 
the purpose of uniquely iden?fying a natural person, data concerning health or data concerning a 
natural person's sex life or sexual orienta?on shall be prohibited.  

2. Paragraph 1 shall not apply if one of the following applies:  

 (h)  processing is necessary for the purposes of preven?ve or occupa?onal medicine, for the assessment 
of the working capacity of the employee, medical diagnosis, the provision of health or social care or 
treatment or the management of health or social care systems and services on the basis of Union or 
Member State law or pursuant to contract with a health professional and subject to the condi?ons and 
safeguards referred to in paragraph 3;  

3. Personal data referred to in paragraph 1 may be processed for the purposes referred to in point (h) of 
paragraph 2 when those data are processed by or under the responsibility of a professional subject to 
the obliga?on of professional secrecy under Union or Member State law or rules established by na?onal 
competent bodies or by another person also subject to an obliga?on of secrecy under Union or Member 
State law or rules established by na?onal competent bodies.  

This means that Just Human Therapy does not require consent to hold your data to provide a service 
but does require your consent to contact you for specific purposes. Par<cipa<ng in the service by 
a>ending more than one appointment implies that you agree with the Terms and Condi<ons provided 
to you at the commencement of service delivery. 

Descrip?on of processing 

The following is a broad descrip?on of the way this organisa?on/data controller processes personal 
informa?on. Clients wishing to understand how their own personal informa?on is processed may choose 
to read the FAQ’s / Terms and Condi?ons for treatment document, which compliments the policies 
detailed here. 

Reasons/purposes for processing informa?on 

Just Human Therapy processes personal informa?on to enable the provision of Psychotherapy and 
counselling, to adver?se services and to maintain accounts and records. 
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Type/classes of informa?on processed 

Just Human Therapy processes informa?on relevant to the above reasons/purposes. This informa?on 
may include: 

● personal details  
● family, lifestyle and social circumstances  
● goods and services  
● financial details  
● employment and educa?on details  

Just Human Therapy also processes sensi?ve classes of informa?on that may include: 

● physical or mental health details  
● racial or ethnic origin  
● religious or other beliefs of a similar nature  
● offences and alleged offences  

Just Human Therapy processes personal informa?on about: 

● clients  
● business contacts  
● students being mentored 
● professional advisers  
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Section C 
Data Breach 
All personal and sensi?ve data held by Just Human Therapy is held securely. Electronic data stored on a 
computer is stored on a password protected computer, in password protected accounts held on the C: 
Drive of the computer. This supports the ability to retrieve data in the event of faults.  

In the case of a data breach Just Human Therapy shall comply with the regula?ons set out under Ar?cle 
33 of the GDPR; 

1. In the case of a personal data breach, ICO will be no?fied without undue delay and, where feasible, 
unless the personal data breach is unlikely to result in a risk to the rights and freedoms of the individual. 
Where the no?fica?on to the ICO is not made within 72 hours, it shall be accompanied by reasons for 
the delay.  

2. The no?fica?on referred to in paragraph 1 shall at least:  

(a)  describe the nature of the personal data breach including where possible, the approximate number 
of data subjects concerned and the categories (e.g. sessions notes, phone numbers) and approximate 
number of personal data records concerned;  

(b)  communicate the name and contact details of the data controller where more informa?on can be 
obtained;  

(c)  describe the likely consequences of the personal data breach;  

(d)  describe the measures taken or proposed to be taken by the controller to address the personal data 
breach, including, where appropriate, measures to mi?gate its possible adverse effects.  

4. Where, and in so far as, it is not possible to provide the informa?on at the same ?me, the informa?on 
may be provided in phases without undue further delay.  

5. The controller shall document any personal data breaches, comprising the facts rela?ng to the 
personal data breach, its effects and the remedial ac?on taken. That documenta?on shall enable the 
supervisory authority to verify compliance with this Ar?cle. 

6. In the event that a data breach will likely cause a risk to the rights and freedoms of client data, the 
data controller must communicate the nature of the breach in clear, concise and plain language, to the 
client/s involved, without delay. 

7. If a breach occurs but the data controller has gone to appropriate lengths to protect the data held on 
the client (e.g. password encryp?on of electronic files), or if the data controller has taken subsequent 
ac?on to prevent the risk (e.g. immediately blocking a mobile device) then no?fying the client will not be 
required. 
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Subject Access Request 
A Subject Access Requests (SAR) permits individuals to request a copy of their personal informa?on.  

A SAR must be acted upon within one month, at the most within two months, any longer and reasonable 
reason must be provided. There are no fees unless there is a dispropor?onate fee to the organisa?on for 
sending out the informa?on. Applica?on for SAR should be held alongside session records, unless 
applica?on was made aber six years of the end of treatment. In which case the SAR will be held for a 
further two years aber closure of SAR.  

A SAR request will include informa?on we hold about you, Just Human Therapy will: 

• give you a descrip?on of it; 
• tell you why we are holding it; 
• tell you who it could be disclosed to; and 
• let you have a copy of the informa?on in an intelligible form. 

SAR requests should be put in wri?ng to Just Human Therapy. A response may be provided informally 
over the telephone with your agreement, or formally by leEer or email. If any informa<on held is noted 
to be incorrect an individual can request a correc<on be made to their own personal informa<on. If 
you wish for your data to be provided to another service provider, you may also request this in wri<ng. 
I may have a legal basis to con?nue to hold your data and will no?fy you of this if that is the case. Any 
requests should be made in wri?ng to Just Human Therapy at taylor@justhumantherapy.com. 

Right to Erasure 

Any person may put in a request for their personal data to be removed (the ‘right to be forgoEen’ or the 
‘right to erasure’). In this instance hard copy data will be shredded using a cross shredding machine 
owned by the organisa?on and any electronic data will be permanently deleted. The client will be 
no?fied of the comple?on. The request for dele?on of data and the confirma?on of comple?on will be 
held securely un?l eight years aber the request was made. In some cases, such as an ongoing court case, 
Just Human Therapy may need to turn down the request for dele?on. 

Complaints 
Just Human Therapy hopes to the meet the highest quality standards when processing personal and 
sensi?ve data. Complaints can help iden?fy areas for improvement and therefore Just Human Therapy 
would welcome you raising any concerns you have. 

These Informa?on Governance Policy documents were created to be as transparent and understandable 
as possible. It will not be completely exhaus?ve of all aspects of data collec?on.  

If you feel you would like to make a complaint about how your personal and sensi?ve data is handled by 
Just Human Therapy you can contact Just Human Therapy directly. In the event that I cannot resolve your 
complaint to your sa?sfac?on you can contact the Informa?on Commissioners Office on 0303 123 1113. 

Safeguarding your privacy 
In the event of my death or sudden illness, my trusted allocated counsellor colleague will contact exis?ng 
clients and archive any client files in accordance with General Data Protec?on Regula?ons. 
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